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Biometric Use Cases: Choosing the Right
Biometric for the Job

Speaker Verification has received short shrift from security mavens,
largely because it has been ill-positioned by the speech processing
community and has been subject to misplaced concern over its relative
“strength” compared with more expensive, hardware-intensive
alternatives. In this report, Opus Research assesses the comparative
strengths and weaknesses of four major biometrics: facial, fingerprint, iris
and voice. Also presented are appropriate use cases for each biometric
technique, including a case study of a working governmental Speaker
Verification system.
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Key Findings

o People employ rudimentary biometric identification and
verification techniques on a daily basis, illustrating the rich
variety of modalities and security levels.

o« There are fundamental differences between identification
and verification, each requires different levels of security
and solves different business concerns.

o Voice is a “behavioral” biometric, whereas fingerprints, facial
and iris patters are “physical” in nature. Physical biometrics
present the problem of determining if a claimant is aware,
cooperative or even alive at time of authentication.

o A key advantage of the use of voice biometrics for speaker
verification is that there is no need for specialized or
dedicated hardware. This has significant financial impact for
mass deployments across broad geographic regions

« Existing research results demonstrate that the False
Acceptance and False Rejection Rates of voice biometrics
meet or exceed fingerprint, iris and facial scanning when
applied appropriately. For large scale enterprise and
government deployments, speaker verification presents a
highly cost-effective, scalable approach
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